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1
Decision/action requested

Accept the proposed way forward.
2
References

[1]
3GPP S3-190022 Reply LS on Routing ID (SA2)
[2]
3GPP S3-190023 Reply LS on Routing ID (CT1)
3
Summary of the LSes
The Reply LS from CT1 [2] says that CT1 has completed the work on RoutingID update according to the solutions provided by SA2 and SA3. Their stage 3 specification confirms with the SA3 specification in that secure packet coding is used for updates that terminate in the USIM and the control channel between the ME and the AUSF is integrity protected (as well). 
The Reply LS from SA2 [1] confirms that SA2 has agreed a Release-15 CR in which the routing ID and other UE parameters are updated using Control Plane. The LS further states clearly asks CT1 and CT6 for including methods in their specifications to obtain confirmation that the parameters are stored correctly. It says that this is necessary for opertors to obtain proof of correct storage. 
As one example, OTA is mentioned.
The LSes ask SA3 to take the responses into account, but no explicit action to SA3 is given.

4
Discussion and proposals
The LS by SA2 contains a clear instruction for CT1 and CT6 to enable the proof of correct storage of the Routing ID in the UE. A suggestion is made that OTA mechnisms are possible. No such instruction is given to SA3, however since SA3 is responsible for security in 3GPP, SA3 should consider the security of the proof of correct storage to be part of it should discuss and oversee.
Proposal 1: Consider security of the proof of correct storage part of SA3 discussions.

The suggestion of SA2 to use existing OTA mechanism should be considered by SA3. SA3 should therefore also express an opinion about the security of using an existing OTA mechanism. Also, this opinion should be shared with the other groups to confirm that SA3’s view on the security of OTA for this particular purpose.
Proposal 2: The security mechanisms of OTA are fit for protecting a traffic between the home network and the USIM for providing proof of correct storage of the Routing ID in the USIM.

Proposal 3: Clarify SA3 position with respect to the second proposal in a Reply LS to the SA2 LS.
The proof of correct storage of the parameter in the USIM is actually a security issue. It should therefore be dealt with also in the SA3 specifications. However, if the OTA mechanism is adopted, the change is limited to aligning SA3 specifications with those of the CT groups in order to mandate the security method to be used for the delivery of proof of correct storage. If the delivery of proof of correct storage is initiated by the UE, SA would have to make a decision on whether this behaviour is mandatory or not now. In case of network initiated delivery of proof of correct storage, this decision could be postponed because there is no UE impact when changing this behaviour. The OTA mechanism should be fit for this so that nothing would have to be done currently.

Proposal 4: Align SA3 specifcations with CT specifications after proof of correct storage has been agreed and ask CT groups to inform SA3 when the proof of correct storage has been completed.
A next issue is the fact that the work on the solution for updates of UE parameters via control plane was initiated because OTA somehow did not fit the bill. As such, a scenario could come up where the proof of correct storage of the Routing ID will have to be returned to the network using the same mechanism, i.e. using the control plane for delivery of the proof of correct storage and using the secure packet coding for the payload. Also in this case, the CR to SA3 specifications would be one to align specifications.
Proposal 5: Indicate to SA2 and CT groups that the same security mechanism can be used for control plane, if such a solution is necessary for the proof of correct storage in the USIM.

As a last proposal, SA3 should discuss what should be the content of the proof of correct storage of the parameter in the USIM. Since this would require further study, a WID or SID would be required to study the topic of UE parameter update in more detail.

Proposal 6: Discuss whether there is support for a WID to study this further for Release 16 or 17. 
Concluding, some proposals require a CR to TS 33.501. NEC can bring these CRs if proposals are accepted.
